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Stone Age

- BIND9 on two servers (ncs1 and ncs2)
- All changes happen directly on servers
1. Make changes on ncs1
2. rndc reloadon ncsl
3. rsync changes from ncs1to ncs2
4. rndc reloadon ncs2



- On-premise GitLlab CE ?.nwafu.edu.cn

- DNS config (w/ zone files) being hosted on
?.nwafu.edu.cn/c**/dns-config

@ oepiy

- git pull on servers after commit



Iron Age

Start using web hook to do git pulland rndc reload

c dns-conflg | Webhook Settings

@ This is an archived project. Repository and other project resources are read-only.

Q Search or go to.

Q Search page
Merge requests
Webhooks
& Manage >
Webhooks enable you to send notifications to web applications in response to events in a group or project. We recommend using an integration in preference to a webhook
£ Plan >
s G X Project Hooks 1 4 Add new webhook
@ Buid > htpi61 30000/gi_hook est <] (Eait) (Deiete)
Push events  SSL Verfcaton: isabled ===
D secure >
@ Deploy > U AL MY Test v | | Edit | [Delete
Push events  SSL Verfcaton: isabled




A little summary

- Version control for config and zone data with git
Easy to trace or revert changes

- All servers pull config from git
Git repo is the source of truth
No AXFR or IXFR in picture

- Web hook to automatically deploy changes



Into the Modern Age

- DNSSEC
- Pipelines

- Pull Requests and Validations



DNSSEC

- Key life cycle management
- Sign zones

- Distribute signed zones to servers



Separating repositories

- ?.nwafu.edu.cn/nic/dnssec-keys
- ?.nwafu.edu.cn/nic/dns-zones

- ?.nwafu.edu.cn/nic/dns-config



- dnssec-keys Manage key life cycle and rotation
A bunch of bash scripts

- dns-zones Sign zones, push signed files to servers, and
trigger pipeline in dns-config
Triggered daily to keep signatures valid, even without a
change

- dns-config Update servers with git pull and rndc
reload
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Prevent human errors in changes

- Protect master branch to prohibit direct push
- Require Pull Request to make changes
- Validate PR with named-checkzone and pipelines
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Retrospective

- Allow more people to make changes to DNS zones, c**
just need to review PRs, significantly made his life easier

- No way for bad commits in dns-zones to take down the
service

dns-configis rarely changed and only managed by c##, so
not well protected yet. Consider adding some in future.

- Changes are automatically deployed to servers
- DNSSEC signed

12



Table of Contents

Incident Retrospect
Sep 2023: Automatic KSK rotation without DS updates
Mar 2024: Manual operation on servers broke the pipeline

Common mistakes in both incidents
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Automatic Key Life Cycle Management

- 231 lines of bash scripts
- Create new keys after "new key period”
- Delete keys after "lifetime”
- Send notification to GitLab Issues once new KSK is created
Contact CERNET to update DS record

Key type Create new key after  Delete key after  Grace period
Key signing key 660 days 720 days 60 days
Zone signing key 90 days 100 days 10 days
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Is it working?

Q Searchor go'to

% Pinned v
Issues 0

Merge requests

& Manage >
& Pan >
< Code <

Merge requests
Repository
sranches

| conmis
Tags
Reposiory raph

Compare revisions

@ Buid >
@ Secure >

@ Deploy >
@ Operate >
@ Monitor >

L Analyze >
@Help

Network Center | DNSSEC Keys | Commits | 41909267

Commit 419¢92¢7 (% authored 6 months ago by @) Yifan Bian
Fix script and template file reference
o parent dbs19894

¥ Branches > b

aining commit

3 No related merge requests found

Changes 2

Showing 2 changed files v with 2 additions and 2 deletions. Hide whitespace changes.

~ B gitiab/keys-rotation.sh RN
create_tie "S(current_yndhn:
+
| -z "$OTTLAB_ACCESS_TOKEN" 1; ther
S/AGHELED/ create-gitlab-issve.py \
$SERIPT_DIR/create-gitlab-issue.py \
~ B gitiabiteams-cards/ksk-update.json (% EENI=]
B,
BRI
"{creatiBA_tinct"
"valve': "{create_tine}"
¥

Browse files

Options ~

Intine | Side-by-side

View file @ 419¢92¢7

View file @ 419e92¢7
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Is anyone watching?

- Once every two years, who can remember?
- Don't delete if DS still points to the old key

v
T2 No retated merge requests found
°




RRSIG Expired




But... Signing pipeline is running fine?

Network Center / DNS Zones | Pip

o 1)

@ passea o
© ST i © 00:06:45 #6919 83677 < 27e44cTa
1 week ago latest  merge request
Project
D DNS Zones @ Passed Update hosts
& 00:00:2 #6913 ¥ naster o 9606268 oo0oo0
# Pinned v £1week ago scheduled
Issues o
@ Passed Update hosts
Merge requests 0 & 00:00:27 #6907 ¥ master -o 90B6a68e ooo
£ 1 week ago
Manage >
Plan > @ Passed Update hosts °
® 00:00:03 #6906 11676 < adédcect
<> Code > &1w latest merge request
% Build v
@ Passed Update hosts 0o
| Ppipetines & 00:00:27 #6894 ¥ master o 75119209 °
£ 1week ago
Jobs
D i @ Passed Update hosts PN
Pipeline schedules @ 00:00:05 #6893 11675 o edadlee?
£ 1week ago latest  merge request
Artifacts
@ Deploy > © Failed ‘
© 00:00:41 #6889 ¥ master < €292067b o000
G2 Monitor > & 1week ago scheduled
lu Analyze >
@ Passed ‘
@ Settings 5 00:00:39 #6886 ¥ master < €292067b oo
£ 2 weeks ago scheduled
@ Passed .
& 00:00:40 #6883 ¥ master > 6292067b 000

@ Help & 2 weeks ago scheduled ] 8



What went wrong?

#14050

mplete pipeline

Q Search or go to...
Scovery NEmL Tor more informatzon-

-15/reference_appendice: er_d1 2
Project i’ : .
Platform linux is using the discovered Python

DNS Config interpreter at /usr/bin/python3., but future installation of another Python
interpreter could change the meaning of that path. See
Hioied : https://docs.ansible.con/ansible-
core/2.15/reference_appendices/interpreter_discovery.html for more information.
fatal: [61 JENEEEEEN: FAILED! => {"ansible_facts": {"discovered_interpreter_python": "/usr/bin/python
Merge requests 3.6"}, "changed": true, "cmd": ["/usr/local/bin/git", "pull"], "delta": "0:00:00.603891", "end": "202
4-03-12 01:04:10.529534", "msg": “non-zero return code", “rc": 128, "start": "2024-03-12 01:04:10.526
“stderr": "fatal: detected dubious ownership in repository at '/chnamed/etc'\nTo add an excepti
on for this directory, call:\n\n\tgit config --global --add safe.directory /chnamed/etc", "stderr_lin
Plan 4 es": ["fatal: detected dubious ownership in repository at '/chnamed/etc'", "To add an exception for t
his directory, call:", "", "\tgit config --global --add safe.directory /chnamed/etc"], "stdout": “*,
Geit “stdout_Lines": [1}
fatal: [220 [ : Fa1Leo: => {“ansible_facts": {"discovered_interpreter_python": "/usr/bin/python
3.6"}, "changed true, "emd": [“/usr/local/bin/git", "pull"], “delta": 3
4-03-12 01:04:10.536097", "msg": "non-zero return code", "rc": B
368", “stderi “fatal: detected dubious ownership in repository at '/chnamed/etc'\nTo add an excepti
on for this directory, call:\n\n\tgit config --global --add safe.directory /chnamed/etc", "stderr_lin
es": ["fatal: detected dubious ownership in repository at '/chnamed/etc'", "To add an exception for t
Bpeibeleciioy his directory, call "\tgit config --global --add safe.directory /chnamed/etc"], "stdout": ""
"stdout_lines": []}
changed: [210 D
TASK [Update submodules]
changed: [210 [
TASK [Restart named]
changed: [210
PLAY RECAP
219 : changed=3  unreachable=d  failed=0  skipped=0  rescued=6
igl
fcniioy changed= unreachable= failed= skipped=0  rescueds=t

Issues

Manage

Build

Pipelines

Jobs

Analyze g N
61, g changed=0  unreachable=®  failed=l  skipped=  rescued=
ignored:

Cleaning u

@ Help ERROR: Job failed: exit




What went wrong?




Common mistakes in both incidents

- No offsite monitor to validate DNS functionality
- No alert to maintainers

- Relies on user report to trigger investigation
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- Murphy’s Law: Anything that can go wrong will go wrong

- Never rely only on people
- Robust testing + Continuous monitor

- Offsite backup and monitor

- Alerting and tracking system
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Future improvements

- Server setup and updates are still manual
Automate with cloud-init?

- Combine dns-config and dns-zone repos

- Remove git on servers

Use web hook (or ansible) and download artifacts from
GitLab

- Rewrite DNSSEC Key management tool with Rust
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