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Stone Age

• BIND9 on two servers (ncs1 and ncs2)
• All changes happen directly on servers

1. Make changes on ncs1
2. rndc reload on ncs1
3. rsync changes from ncs1 to ncs2
4. rndc reload on ncs2
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Bronze Age

• On-premise GitLab CE ?.nwafu.edu.cn
• DNS config (w/ zone files) being hosted on
?.nwafu.edu.cn/c**/dns-config

• git pull on servers after commit
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Iron Age

Start using web hook to do git pull and rndc reload
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A little summary

• Version control for config and zone data with git
Easy to trace or revert changes

• All servers pull config from git
Git repo is the source of truth
No AXFR or IXFR in picture

• Web hook to automatically deploy changes
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Into the Modern Age

• DNSSEC
• Pipelines
• Pull Requests and Validations
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DNSSEC

• Key life cycle management
• Sign zones
• Distribute signed zones to servers
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Separating repositories

• ?.nwafu.edu.cn/nic/dnssec-keys
• ?.nwafu.edu.cn/nic/dns-zones
• ?.nwafu.edu.cn/nic/dns-config
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Pipelines

• dnssec-keys Manage key life cycle and rotation
A bunch of bash scripts

• dns-zones Sign zones, push signed files to servers, and
trigger pipeline in dns-config
Triggered daily to keep signatures valid, even without a
change

• dns-config Update servers with git pull and rndc
reload
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Prevent human errors in changes

• Protect master branch to prohibit direct push
• Require Pull Request to make changes
• Validate PR with named-checkzone and pipelines
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Retrospective

• Allow more people to make changes to DNS zones, c**
just need to review PRs, significantly made his life easier

• No way for bad commits in dns-zones to take down the
service
dns-config is rarely changed and only managed by c**, so
not well protected yet. Consider adding some in future.

• Changes are automatically deployed to servers
• DNSSEC signed
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Automatic Key Life Cycle Management

• 231 lines of bash scripts
• Create new keys after ”new key period”
• Delete keys after ”lifetime”
• Send notification to GitLab Issues once new KSK is created
Contact CERNET to update DS record

Key type Create new key after Delete key after Grace period
Key signing key 660 days 720 days 60 days
Zone signing key 90 days 100 days 10 days
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Is it working?
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Is anyone watching?

• Once every two years, who can remember?
• Don’t delete if DS still points to the old key
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RRSIG Expired
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But... Signing pipeline is running fine?
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What went wrong?
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What went wrong?

20



Common mistakes in both incidents

• No offsite monitor to validate DNS functionality
• No alert to maintainers
• Relies on user report to trigger investigation
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Takeaways

• Murphy’s Law: Anything that can go wrong will go wrong
• Never rely only on people
• Robust testing + Continuous monitor

• Offsite backup and monitor
• Alerting and tracking system
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Future improvements

• Server setup and updates are still manual
Automate with cloud-init?

• Combine dns-config and dns-zone repos
• Remove git on servers
Use web hook (or ansible) and download artifacts from
GitLab

• Rewrite DNSSEC Key management tool with Rust
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