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« Cryptography token (GB/T 35291)
 Security key/token

CanoKey Canary YubiKey 5 NFC ACS PocketKey
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Passkey

- ZRAFALE

U2F, F—imE, (NETFZEZEIALE (Universal 2nd Factor)
. TOTP / HOTP
PKI

PIV

« OpenPGP



Passkey

Passkey 2—FhTCEY (passwordless) BISHIAIESE
B FIDO2 (WebAuthn + CTAP) timM¥37#F

b
-

Synced Passkey Device-bound Passkey




Passkey

Client / WEBAUTHN IDP (RP)

e. (rp id, nonce) Browser (reg, rp id, nonce) e
| sssssss B
E|(nonce signed, public key)
CTAP
‘ (Authentication) once signed = nonce)

! « RPID Site (HTTPS) -

| + ID (UPN, E-Mail)
t

i« Private Key

| » Public Key
https://michaelwaterman.nl/2025/04/02/how-fido2-works-a-technical-deep-dive/




TOTP / HOTP

. 4R OTP?

« One-time password (PIN / passcode)

- BIEG: |5, Google Authenticators 571 208
« HOTP o
222 104
- EF HMAC &j%f9 OTP — «
. HMAC-SHA'T(:H#488, H=%40), &£/t 6 - 8 A= L
+ TOTP 364 218
.« TTELEE -> REE D




PIV

NIST SP 800-73-4

tnERSHF RSA 2048, ECC P-256 / P-384
ERIEINT RSA 3072

YER, EFT EEMMEX



OpenPGP

PGP (Pretty Good Privacy) 2 1991 SEFFA&RIR k{4

OpenPGP 2 IETF X PGP FeARMREMRIZER, £E6HE RFC 9580 / 3156 / 6091
GnuPG B2 2 OpenPGP fy—FhsCHl

OpenPGP Smart Card Specification 2H g10 Code 12 HBIFHIE
ITFEHEXE TR

«  OpenPGP (RFC 9580) A#t&=, BEITH: Sequoia PGP

* LibrePGP 7 |HiMY, HEETH: GnuPG
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CanoKey 2214 (1Z%ig)

Applets Services
Crypto
OpenPGP PIV WebAthn rsAl [Ecc
“Far B
" File System
APDU Dispatcher
CCID HID NFC
(ISO 14443-4)
USB - m‘
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CanoKey 2214 (IE)

canokey-core

interfaces applets

canokey-crypto (mbedtls)

24 MCU (1) STM32 NRF52
PKA QEMU
PHY | ot tronto PHY PHY
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CanoKey BJgIZE —— YutriKey

o F&
e XA

o X4

(@)

(@)

. @cq_z4yx

2. STM32 MCU + Javacard

STM32 ( ~10 RMB): USB#EOfMAFRZE
JavaCard ( <10 RMB): Z35EsE

MCU: BEHA.

TOTP: github.com/JavaCardOS/Oath-Applet

U2F: github.com/LedgerHQ/ledger-u2f-javacard
OpenPGP: github.com/JavaCardOS/OpenPGPApplet
PIV: github.com/arekinath/PivApplet
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CanoKey BJgIB —— Sirius Key

Hz#F U2F
BRESRART

Sirius - XIRE, BRARIMRSHIIES
Canopus - BAE, F_SHIEE

14



15

CanoKey MWZIBEEH L

RSA 2048, ECC P-256 /384 HiJ zxig(it
EF ARM SC000 #/(y, XAAXKImR, RSA BEiEAMEMESCI], ECC SiARM T ZHFIE
SESHRSFHET CTAP 2.0, RriE ECC P-256, {EREEREHATHI YubiKey FRAS s ed25519 7

2019 &, ERIAEEEHS, SEoTURERIEX. EREER, EeuT:
o PKA (REAELAINESS) XA Montgomery 1&3kes, &5 2048

e PKA B¥37AY 3 KiB RAM

o PKA SZHENN. . WEEHE



CanoKey MWZIBEEH L

e =% uNaCl, ARAYIEF T Montgomery ladder

sm2MonAdd (b5, bl, b2); // A = X2+Z2
sm2MonSub (b6, bl, b2); // B = X2-22
sm2MonAdd (b1, b3, b4); // C = X3+Z3
sm2MonSub (b2, b3, b4); // D = X3-Z3
sm2MonMul(b3, b2, b5); // DA= DxA
sm2MonMul(b2, b1, b6); // CB= CxB
sm2MonAdd (b1, b2, b3); // T0= DA+CB
sm2MonSub (b4, b3, b2); // T2= DA-CB
sm2MonSqr(b3, bl); // X5==T1l= TO"2
sm2MonSqr(bl, b4); // T3= 1272
sm2MonMul(b4, bl, X0); // Z5=X1xt3
sm2MonSqr(b7, b5); // AA=A"2
sm2MonSqr(b5, b6); // BB=B"2
sm2MonSub (b8, b7, b5); // E=AA-BB
sm2MonMul(bl, b7, b5); // X4= AAxBB
sm2MonMul(b6, b8, CONST121666); // T4 = a24xE
sm2MonAdd (b7, b6, b5); // T5 = BB + t4
sm2MonMul(b2, b7, b8); // Z4 = Ext5
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CanoKey HIZMFHA

2020 &, Rt T EA 2048 {5k ITE RSA 4096 &I

ERERD LACS RIS T N FF

Fan Dang, Lingkun Li, Jiajie Chen, xRSA: Construct Larger Bits RSA on Low-Cost Devices,
in [EEE ICPADS 20217

2022 FF (LLMEI®R) #—3sCHl T BPSW B5%, S B IR4ER 2048 (=%
2026 ££, {&Bf) GPT-5.5/5.6, =#{4pkadia g



CanoKey MWZIBEEH L

2026 &, PQC MR T

(BXER55 MCU gy RAM ZBtR/)N, T ML-DSA-65 fY&& KT 3 KiB

£ Claude #1 GPT gY#5B0F, SCILY ML-DSA #1 ML-KEM BURIVITE

Fan Dang, Xiaoyi Liu, Shengqi Chen, and Yichuan Gao, A Stack-Efficient Design of ML-
DSA-65 for Resource-Constrained Secure Elements. In ACM-TURC 2026

BT OpenPGP #t X5 &, ERFRIitLIE WebAuthn 1 PIV #5245 PQC
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CanoKey iy NFC =CI

CanoKey XFERYEH (HED, STM32 &) RREARROH, REgME NFC &
NFC E2—MREEFNZIE, MEEAR, NARBEAR

RERDEBERKEH NFC Type A (ISO 14443-A) + ISO-DEP (ISO 14443-4) 1&(5
CanoKey 5—h>XAEBHMEF FMT11NCO8 it

e \out [Rift

o AxZFF reset 1Ntk

o NFC {KIEHRE

o TIEATV{NBRY FMTINCO8 T4T (Type 4 Tag) FRRAH
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CanoKey iy NFC =CI

o VEIIIEMKXMNER, BEIDITHLER, BEAFHE
o IMIEFEAEBRIEEF FM1TINTO8 ity

o FEIRM

o 7¥F reset {Ni%

o RTEMIEERET, BEMRMEAWERRC

o TIEAT{XEH FMTINTO8 T4T (Type 4 Tag) FHRAAS
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CanoKey BB TH

e CanoKey Console: x#HEd WebUSB E1# CanoKey, A flutter &
o CanoKey QEMU: SZHFGREFMEZEETARY CanoKey
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HiteFFTH

flutter_nfc_kit 3.6.2

Published 7 months ago + & nfc.im

SDK | FLUTTER PLATFORM‘ANDRO\D 10S WEB 278

Readme  Changelog  Example Installing  Versions  Scores

i
Flutter NFC Kit

Yet another plugin to provide NFC functionality on Android, iOS and browsers (by WebUSB, see below).
This plugin’s functionalities include:

 read metadata and read & write NDEF records of tags / cards complying with:
o 1SO 14443 Type A & Type B (NFC-A / NFC-B / MIFARE Classic / MIFARE Plus / MIFARE Ultralight /
MIFARE DESFire)

o 1SO 18092 (NFC-F / FeliCa)
o 1SO 15693 (NFC-V)

» R/W block / page / sector level data of tags complying with:
o MIFARE Classic / Ultralight (Android only, MIFARE Classic Read & Write block for iOS)

o 1SO 15693 (i0S only)

« transceive raw commands with tags / cards complying with:
o ISO 7816 Smart Cards (layer 4, in APDUs)

o other device-supported technologies (layer 3, in raw commands, see documentation for platform-
specific supportability)

Note that due to API limitations, not all operations are supported on all platforms. You are welcome to
submit PRs to add support for any standard-specific operations.

This library uses ndef for NDEF record encoding & decoding.

278 160 T1k

LIKES = POINTS DOWNLOADS

Documentation

API reference

Publisher

@ nfc.im

Weekly Downloads

2025.09.22 - 2026.08.17

Metadata

Provide NFC functionality
on Android, iOS & Web,
including reading
metadata, read & write
NDEF records, and
transceive layer 3 & 4
data with NFC tags /
cards

Repository (GitHub)
View/report issues
Contributing
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HiteFFTH

ccid 0.1.8

Published 18 months ago « & nfc.im

SDK‘FLUTTER PLATFORM | ANDROID I10S LINUX MACOS WINDOWS 4

Readme  Changelog Example Installing  Versions  Scores

id
() Build Example App [no status

A Flutter plugin for reading and writing smart cards using the CCID protocol with PC/SC-like APIs.

Installation

Android

This plugin uses AGP 8.7, thus requires Gradle 8.7+ (which needs Java 17+ to run).

Linux / Windows

This plugin uses dart_pcsc, thus has a runtime dependency on PCsCLite to provide PC/SC APIs on Linux:

« Debian/ Ubuntu: sudo apt-get install pcscd libpcsclitel
e RHEL / Fedora: sudo dnf install pcsc-lite

Should you encounter any permission problem, please check README.polkit from PCSCLite.

macOS /i0S

This plugin uses CryptoTokenKit on macOS, which is available since macOS 10.10 /iOS 13.0.

The com.apple.security.smartcard entitlement is required.

4 150 966
LIKES = POINTS DOWNLOADS
Documentation

API reference

Publisher

@ nfc.im

Weekly Downloads

2025.09.22 - 2026.08.17

Metadata

A Flutter plugin for smart
card reader using CCID
protocol with PC/SC-like
APIs.

Repository (GitHub)
View/report issues

License

@ MIT (license)
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o SEESERY PIV X PQC BT
o & (? ) 5EBk canokey-pkcs11 #1 canokey-mini-driver B A

o T3 canokey-gemu EFFERRA
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littlefs

tinycbor

mbedtls (tf-psa-crypto)

uNaCl

yubikey-manager

25



5

5N,
i@dang.fan
https://dang.fan



mailto:i@dang.fan
https://dang.fan/

